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STEP 1 - DOWNLOADING THE APPLICATION TO A MOBILE DEVICE

The first step to start setting up two-factor login (dual authentication) is to download the Microsoft
Authenticator app to your mobile device (smartphone or tablet) from the Play Store.

Microsoft Authenticator
Microsoft Corporation Zainstaluj

4,7% 100 min+ El
1mln opinii ® Pobrania PEGI3 ®

Once the app has been downloaded and launched, a data privacy notice will be displayed, which must be
approved by selecting Accept. On the next screen, select Continue. It is not necessary to consent to the
app collecting additional data.
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Pomoz nam ulepszy¢ aplikacje
Microsoft Authenticator

Firma Microsoft szanuje Zezwalajgc nam na zbieranie
dodatkowych danych innych niz

TWqu prywatnosc osobiste, mozesz pomdc nam ulepszy¢
aplikacje.
Mozesz wigczyc¢ lub wytaczy¢ te funkcje
w dowolnym momencie na stronie
Ustawienia

Zbieramy wymagane dane
diagnostyczne, aby zapewnic
bezpieczenstwo i aktualizacje aplikaciji.
Nie obejmuje to zadnych danych

osobowych. Ulepsz aplikacje,
udostepniajgc dane uzycia

. aplikaciji
Akceptuj P g
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firmy Microsoft
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You will then be presented with another screen where it is possible to choose how to connect the application

to your university account.

At this point, temporarily stop using application until you have enabled security settings on your
account on the computer. This means that temporarily you do not select any of the following options.

Zabezpiecz swoje
zycie cyfrowe

Zaloguj sie przy uzyciu

konta Microsoft

W przypadku zalogowania sie przy uzyciu konta
Microsoft, wszystkie zapisane hasta, adresy i inne
informacje wypetniane automatyczne beda
dostepne na tym urzadzeniu.

' i
@ Dodaj konto stuzbowe
- J
8 A
B2 Zeskanuj kod QR
N = 4

Przywré¢ z kopii zapasowej
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STEP 2 - ENABLING SECURITY ON THE JU ACCOUNT

Using a computer, open a web browser and log in to office.com using your university login ID. Then click
on the profile icon (with your initials or photo), which is located in the top right corner, and select View
Account.

Uniwersytet Jagiellonski Sign out

View account

My Microsoft 365 profile

'\.I

@j Sign in with a different account

Then select Security info in the left-hand menu.

My Account

| & Overview

s Security info

O Devices
42 Password

2 Organizations

Settings & Privacy

My sign-ins

o
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On the Security info page, select Add sign-in method.

9 overview
7 Security info
O Devices

@\, Password

E= Organizations

This opens a window
and then click Add.

The system will then

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

—+ Add sign-in method

E Password Last updated: Change

where you can choose the second authentication method. Select Authenticator app

Add a method

Which method would you like to add?

‘ Choose a method

Authenticator app
Phone

Alternate phone
Email

App password
Security key

Office phone

prompt you to download the application. By following these instructions, the

application on the phone is already installed, so select Next.

Microsoft Authenticator

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choosa "Next".

| want to use a different authenticator app
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In the next step, also select Next.

Microsoft Authenticator

Set up your account

if prompted, allow notifications. Then add an account, and select "Work or school®.

This will display QR code, which must be scanned using the Microsoft Authenticator app that was
installed earlier.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

‘ Can't scan image? |

To do this, restart the Microsoft Authenticator app on the mobile device.

There are two possible scenarios for displaying the information on the user's mobile device.
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1. Adding a new account view

If the following view is displayed, select Add Account or select the '+' icon.

Authenticator e :

Dodajmy Twoje pierwsze konto!

W celu uzyskania dalszej pomocy
zobacz sekcje Pomoc w menu.

Dodaj konto

Masz juz kopig zapasowg?
Zaloguj sig na swoje konto odzyskiwania.

Rozpocznij odzyskiwanie

¢ &L = @ e

Authenticator Hasla Ptatnosci Adresy  Zweryfikowa...

Select Business Account from the list, which will bring up a window. In the window, select the Scan QR
code option.

Dodaj konto stuzbowe

EE’; Zeskanuj kod QR

El Zaloguj sie

ANULUJ
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Then scan the QR code displayed on the computer screen using the app.

< Dodaj konto

Your account provider will display a QR code.

i

imnmnm\umwm :

OR ENTER CODE MANUALLY

After scanning, the message Application lock is enabled appears. To better protect the Authenticator app,
app lock is now enabled by default. To disable it, go to the app settings. This means that you will need to
unlock the app each time before entering it in the same way you unlock your phone screen.

After scanning the QR code, return to the Security info tab previously opened in the web browser and
select Next.

Microsoft Authenticator

Scan the QR code

Uze the Microsoft Authenticator app to scan the QR code, This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

Can't scan image? |
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The browser will display a two-digit code that must be entered into the Microsoft Authenticator app on the
mobile device.

Microsoft Authenticator 4

Sprébujmy
v

Zatwierd? powiadomienie, ktdre wysytamy do Twojej aplikacj, wprowadzajac numer
pokazany ponizej.

32

| Wstecz

e Czy prébujesz sig zalogowaé?

Uniwersytet Jagielloriski
estera.ambroz@uj.edu.pl

WhprowadZ wyswietlany numer, aby sie
zalogowac.

P # tutaj numer

NIE, TO NIE JA

NIE WIDZE NUMERU

1 2w 30w
A B fwwo
Treors 8w Quww
& 0 v

The final step is to select Next in the following prompt displayed in the browser. Once you complete the
steps above, the method should be correctly configured.

Microsoft Authenticator X
Powiadomienie zatwierdzone
-

|
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2. Action selection view

If the following view is displayed, select Scan QR code.

A

Zabezpiecz swoje
zycie cyfrowe

Zaloguj sig przy uzyciu

- konta Microsoft

W przypadku zalogowania sig¢ przy uzyciu konta
Microsoft, wszystkie zapisane hasta, adresy i inne
informacje wypetniane automatyczne bedg
dostepne na tym urzadzeniu.

)

[ @ Dodaj konto stuzbowe

[ E,’g Zeskanuj kod QR

—J

Przywro¢ z kopii zapasowej

Then scan the QR code displayed on the computer screen in the app.

< Dodaj konto

Your account pravider will display a QR code.

&

[ e

[ et st

|
i ‘
A

OR ENTER CODE MANUALLY

After scanning, the message Application lock is enabled appears. To better protect the Authenticator app,
app lock is now enabled by default. To disable it, go to the app settings. This means that you will need to
unlock the app every time before entering it in the same way you unlock your phone screen.
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After scanning the QR code, your university account will appear in the mobile app.

Authenticator

I EI Uniwersytet Jaglelloriski >
]

Uniwersytet Jagi...

Wiaczono powiadomienia
% Za pomacy tego urzgdzenia mozesz zatwierdzad
powiadomienia w celu weryfikowsnia logowania

Kod hasta jednorazowego

29,

R Wigcz logowanie za pomocy telefonu
Q@ Zmien hasto
A= Aktualizuj informacje zabezpieczajgce

® Sprawdz ostatnig aktywnosé

(] el =] ® =

Authenticator Hasta Platnedci Adresy  Zweryfikowa..

After scanning the QR code, return to the Security info tab previously opened in the web browser and
select Next.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

Can't scan image? |
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The browser will display a two-digit code that must be entered into the Microsoft Authenticator app on the
mobile device.

Microsoft Authenticator 4

Sprébujmy
v

Zatwierd? powiadomienie, ktdre wysytamy do Twojej aplikacj, wprowadzajac numer
pokazany ponizej.

32

| Wstecz

e Czy prébujesz sig zalogowaé?

Uniwersytet Jagielloriski
estera.ambroz@uj.edu.pl

WhprowadZ wyswietlany numer, aby sie
zalogowac.

P # tutaj numer

NIE, TO NIE JA

NIE WIDZE NUMERU

1 2w 30w
A B fwwo
Treors 8w Quww
& 0 v

The next step is to select Next in the next message displayed in the browser.

Microsoft Authenticator x
Powiadomienie zatwierdzone
-

]
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The final step is to select the default login method in the Security info tab. Select App based
authentication - notification.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Changel

Change default method X

Which method would you like to use to sign in?

I App basad authentication - notification - I

o |

STEP 3 - REPORTING THE WILLINGNESS TO ENABLE TWO-FACTOR
AUTHENTICATION

Once you have completed the steps above, you can declare your willingness to launch dual
authentication early on your user account or wait until the designated date that was stated in the
notification you received.

To request an early activation method, please contact IT Support at pomocit@uj.edu.pl.
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STEP 4 - LOGIN AFTER ENABLING DUAL AUTHENTICATION

Over the next few hours, applications on your computer or on other devices will prompt you to confirm
your login with a second factor.

If you are logged in on your devices, you will be logged out and asked to log in again, and then to confirm
your login in the Microsoft Authenticator app on your mobile device.

Uniwersytet Jagielloriski

UNIWERSYTET
JAGIELLONSKI

- / Ze wagledéw bezpieczeristwa wymagam
W KRAKOWIE dudalgu-wy(hmlﬂprma:ji u:mmj.ag(ymy
aweryfikowanie Twajego konta

Wprowadz kod weryfikacyiny z aplikacji mobilnej lub
tokenu sprzetowego.

Kod weryfikacyjny

[Werowadt ked weryikacyiny ]

2018 Micosoft

When the user is prompted to enter a verification code, they should launch the application on their phone
(mobile device) and enter the code displayed.

Wigczono powiadomienia
Za pomocy tego urzadzenia mozesz zatwierdzac
powiadomienia w celu weryfikowania logowania

Kod hasta jednorazowego

E% Wiacz logowanie za pomocg telefonu
Q) Zmien hasto
= Aktualizuj informacje zabezpieczajgce

@ Sprawdz ostatnig aktywnosé
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It is also possible to change the verification option by selecting Use another verification option.

Uniwersytet Jagiellonski

Ze wzgledow bezpieczeristwa wymagamy

zweryfikowanie Twojego konta

Wprowadz kod weryfikacyjny z aplikacji mobilnej lub
tokenu sprzetowego.

Kod weryfikacyjny

[Wprowadz’ kod weryfikacyjny ]

Uzyj innej opgji weryfikacji

Next, select Send notification to my mobile app.

Uniwersytet Jagiellonski

Ze wzgleddw bezpieczernstwa wymagamy
dodatkowych informacji umozliwiajacych
zweryfikowanie Twejego konta

Jak mamy zweryfikowac Twoje konto?
Uzyj kodu weryfikacyjnego z aplikacji mebilngj lub
tokenu sprzetowego

IWyé\iJ powiadomienie do mojej aplikacji mobilng) I

A number will then be displayed on the computer screen:

Uniwersytet Jagiellonski

Zz wzgledow bezpisczenistwa wymagamy
dodatkowych informacji umozliwiajacych
zweryfikowanie Twojego konta

Otworz aplikacje Microsoft Authenticator i nacisnij
widoczny ponizej numer, aby sie zalogowad.

o1

Uzyj innej opcji weryfikagi
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A message will be displayed on your mobile device asking you to validate the login by entering the number
displayed on the computer screen and clicking YES.

11:07 AR »

e Czy prébujesz sie zalogowac?

Uniwersytet Jagiellonski
@uj.edu.pl

Wprowadz wyswietlany numer, aby sie
zalogowac.

Wprowadz2 tutaj nume
TAK

MIE, TO NIE JA

NIE WIDZE NUMERU

Once the number has been entered, the login must be confirmed with the pattern or screen lock code of
the mobile device.
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ADDITIONAL STEPS REQUIRED FOR CERTAIN DEVICES AND
APPLICATIONS

For some devices and applications, an additional action will be required to ensure that dual
authentication is fully configured and that data synchronisation on the device is not interrupted.

OneDrive synchronisation client

The OneDrive app you install on your computer to sync files with your cloud drive requires you to log
back into the service after setting up dual authentication.

To do this, click on the OneDrive client icon on your computer's taskbar. and then click on the
prompt asking you to log back in with your UJ account.

In the Microsoft Authenticator app on your mobile device, you will be prompted to approve the login.
After this approval, the OneDrive app will start syncing files to your computer again.
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