
 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Setting up dual authentication (MFA) for 

Android mobile devices 

Jagiellonian University 
IT Services Center 

Information Systems Infrastructure Department  

Document date: October 2024, Version:1.1 

Authors:  

Estera Ambroż (estera.ambroz@uj.edu.pl) 

 

CONTACT INFORMATION 

Centrum Informatyki, Dział Infrastruktury Systemów Informatycznych, ul. Reymonta 4, Kraków 

E-mail: ci@uj.edu.pl | Web: https://it.uj.edu.pl 



Setting up dual authentication (MFA) for Android mobile devices 
 
 
 

 

I T  S e r v i c e s  C e n t e r    © Jagiellonian University-CI https://it.uj.edu.pl | Page  2 
 

Table of contents 

Setting up dual authentication (MFA) for Android mobile devices _______________________ 1 

Step 1 - Downloading the application to a mobile device ____________________ 3 

Step 2 - Enabling security on the JU account _____________________________ 5 

Step 3 –  Reporting the willingness to enable two-factor authentication _______ 14 

Step 4 - Login after enabling dual authentication ________________________ 15 

Additional steps required for certain devices and applications ______________ 18 

OneDrive synchronisation client ____________________________________________________ 18 

 

 

  



Setting up dual authentication (MFA) for Android mobile devices 
 
 
 

 

I T  S e r v i c e s  C e n t e r    © Jagiellonian University-CI https://it.uj.edu.pl | Page  3 
 

S T E P  1  -  D O W N L O A D I N G  T H E  A P P L I C A T I O N  T O  A  M O B I L E  D E V I C E  

The first step to start setting up two-factor login (dual authentication) is to download the Microsoft 

Authenticator app to your mobile device (smartphone or tablet) from the Play Store.  

 

Once the app has been downloaded and launched, a data privacy notice will be displayed, which must be 

approved by selecting Accept. On the next screen, select Continue. It is not necessary to consent to the 

app collecting additional data.  
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You will then be presented with another screen where it is possible to choose how to connect the application  

to your university account.  

At this point, temporarily stop using application until you have enabled security settings on your 
account on the computer. This means that temporarily you do not select any of the following options. 
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S T E P  2  -  E N A B L I N G  S E C U R I T Y  O N  T H E  J U  A C C O U N T  

Using a computer, open a web browser and log in to office.com using your university login ID. Then click 

on the profile icon (with your initials or photo), which is located in the top right corner, and select View 

Account. 

 

 

 

Then select Security info in the left-hand menu. 
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On the Security info page, select Add sign-in method. 

 

 

 

This opens a window where you can choose the second authentication method. Select Authenticator app 

and then click Add. 

 

The system will then prompt you to download the application. By following these instructions, the 

application on the phone is already installed, so select Next. 
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In the next step, also select Next.  

 

This will display QR code, which must be scanned using the Microsoft Authenticator app that was 

installed earlier. 

 

To do this, restart the Microsoft Authenticator app on the mobile device. 

There are two possible scenarios for displaying the information on the user's mobile device. 
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1. Adding a new account view 

If the following view is displayed, select Add Account or select the '+' icon.   

 

Select Business Account from the list, which will bring up a window. In the window, select the Scan QR 

code option. 
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Then scan the QR code displayed on the computer screen using the app. 

 

After scanning, the message Application lock is enabled appears. To better protect the Authenticator app, 
app lock is now enabled by default. To disable it, go to the app settings. This means that you will need to 
unlock the app each time before entering it in the same way you unlock your phone screen. 

After scanning the QR code, return to the Security info tab previously opened in the web browser and 
select Next.  
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The browser will display a two-digit code that must be entered into the Microsoft Authenticator app on the 
mobile device. 

 

 

The final step is to select Next in the following prompt displayed in the browser. Once you complete the 
steps above, the method should be correctly configured. 
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2. Action selection view 

If the following view is displayed, select Scan QR code. 

 

 

Then scan the QR code displayed on the computer screen in the app. 

 

 

After scanning, the message Application lock is enabled appears. To better protect the Authenticator app, 
app lock is now enabled by default. To disable it, go to the app settings. This means that you will need to 
unlock the app every time before entering it in the same way you unlock your phone screen. 
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After scanning the QR code, your university account will appear in the mobile app. 

  

After scanning the QR code, return to the Security info tab previously opened in the web browser and 
select Next.  
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The browser will display a two-digit code that must be entered into the Microsoft Authenticator app on the 
mobile device. 

 

 

The next step is to select Next in the next message displayed in the browser.  
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The final step is to select the default login method in the Security info tab. Select App based 
authentication - notification.  

 

 

 

S T E P  3  –   R E P O R T I N G  T H E  W I L L I N G N E S S  T O  E N A B L E  T W O - F A C T O R  

A U T H E N T I C A T I O N  

Once you have completed the steps above, you can declare your willingness to launch dual 

authentication early on your user account or wait until the designated date that was stated in the 

notification you received.  

To request an early activation method, please contact IT Support at pomocit@uj.edu.pl. 
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S T E P  4  -  L O G I N  A F T E R  E N A B L I N G  D U A L  A U T H E N T I C A T I O N  

Over the next few hours, applications on your computer or on other devices will prompt you to confirm 

your login with a second factor. 

If you are logged in on your devices, you will be logged out and asked to log in again, and then to confirm 

your login in the Microsoft Authenticator app on your mobile device.  

 

 

When the user is prompted to enter a verification code, they should launch the application on their phone 

(mobile device) and enter the code displayed. 
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It is also possible to change the verification option by selecting Use another verification option. 

 

 

Next, select Send notification to my mobile app. 

 

 

A number will then be displayed on the computer screen: 
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A message will be displayed on your mobile device asking you to validate the login by entering the number 

displayed on the computer screen and clicking YES. 

 

 

Once the number has been entered, the login must be confirmed with the pattern or screen lock code of 

the mobile device. 
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A D D I T I O N A L  S T E P S  R E Q U I R E D  F O R  C E R T A I N  D E V I C E S  A N D  

A P P L I C A T I O N S  

For some devices and applications, an additional action will be required to ensure that dual 

authentication is fully configured and that data synchronisation on the device is not interrupted. 

 

 

OneDrive synchronisation client 

The OneDrive app you install on your computer to sync files with your cloud drive requires you to log 

back into the service after setting up dual authentication. 

To do this, click on the OneDrive client icon on your computer's taskbar  and then click on the 

prompt asking you to log back in with your UJ account.  

In the Microsoft Authenticator app on your mobile device, you will be prompted to approve the login. 

After this approval, the OneDrive app will start syncing files to your computer again.   


